The sensor network standard DASH7 was proposed to improve transmission quality and low power communication. Specifications for the standard are currently being developed, so the security specification has not been firmly implemented. However, without a security specification, a network cannot work due to threats from malicious users. Thus we must ensure confidentiality and authentication of data packets by using a cryptography method. To contribute to the DASH7 security specification, this paper shows the implementation results of network and data link layer security by using advanced encryption standard (AES) counter with CBC-MAC (CCM) over CC430 sensor nodes.
I. INTRODUCTION
Sensor networks are used for various applications including environmental monitoring systems, the smart grid, and vehicular networks. Recently, a sensor network standard, DASH7, was proposed to expand the market for low power wireless technologies [1] . The method achieves under 0.1 mA in average current and 50 mA in maximum current by transmitting packets through the low frequency range of 433 MHz. Due to the strengths of the DASH7 standard, the standard is being actively developed. The specification includes network protocols, architecture, and security. To implement the DASH7 specification, open source code, OpenTag, was released to debug the source code and test its performance [2] . A recent version, OpenTag beta 2, includes a security module, softwarebased advanced encryption standard (AES) cryptography for confidentiality of the data link. However, data authentication and network layer security was not implemented. To enhance security over the DASH7 standard, we applied AES-counter with CBC-MAC (CCM) to the data link and network layer.
The following are main contributions of the paper. We implemented data link and network layer security over OpenTag source code and applied AES-CCM mode to DASH7 standard for data confidentiality and authentication. Lastly a hardware-based AES module was efficiently used for AES-CCM mode.
This paper consists of five sections. In Section II, we introduce work related to DASH7 and the experimental setup. In Section III, we propose a security implementation, while Section IV includes an evaluation report. Finally, we conclude the paper in Section V.
II. RELATED WORK
In this section, we introduce DASH7, which is ultralow power wireless data technology in the 433 MHz industrial, scientific and medical (ISM) band and explain the network layer and data link layer of DASH7 and the AES-CCM mode. The experimental setup is 249 also described in this section.
A. DASH7 Standard
DASH7 is a wireless sensor networking standard which based on an ISO/IEC 18000-7 standard. ISO/IEC 18000-7 is a standard that specifies air interface communication on the 433 MHz ISM band and has a communication range of up to 1,000 m or more. This is six times greater than WiFi, Bluetooth, and ZigBee, which all operate in the 2.45 GHz band. The data rate is normally 28 kbps, with a maximum of 200 kbps. In addition, ISO/IEC 18000-7 devices can be used for 10 years. Thus, the standard has economic advantages and can be applied to areas such as smartphones, smart homes, and logistics.
However, ISO/IEC 18000-7 standard has a gray area that causes compatibility problems given that some aspects of the standard are not clearly defined and can be interpreted in several ways. The DASH7 alliance was founded in February 2009 and announced DASH7 to resolve the problems and preserve the compatibility of devices.
B. Data Link Layer
The data link layer is responsible for constructing frames and processing message authentication (MAC). To transmit frames, the data link layer constructs the frames in blocks that include the frame-length, headers, and cyclic redundancy check (CRC) block and also processes MAC based on carrier sense multiple access-collision avoidance (CSMA-CA).
There are two types of frames: background frames and foreground frames. Background frames are small and fixedlength frames for control between devices. Foreground frames are used to transfer actual messages. They have various types of headers and variable length.
C. Network Layer
The network layer is responsible for network routing and addressing, and thus provides background protocols and foreground protocols for the network.
Background network protocols are responsible for processing background frames, the advertising protocol, and the reservation protocol. The advertising protocol is used for ad-hoc group synchronization in broadcasting. The reservation protocol is used for reserving the channels by CSMA-CA.
The foreground network protocols are the data stream protocol and network protocol. The network protocol supports querying, and thus includes information on routing and addressing. The data stream protocol is a simple data encapsulation protocol. It does not include information on routing or addressing.
III. EXPERIMENTAL SETUP

A. AES-CCM
CCM is authenticate-and-encrypt block cipher mode [3] . By using 128-bit block cipher AES, CCM can be operated. To compute the authentication field, the CBC-MAC mode is used and to encrypt the message data, the counter (CTR) mode is used.
B. Target Board
The CC430 is equipped with MSP430X family microcontrollers, which provide various instruction sets and 12 general purpose registers which is 16 bit. The strong security feature of the target board is the AES accelerator module. The module computes AES cryptography by inputting setup parameters and a secret key and plain text. After 167 clock cycles, the result is available in defined memory. By accessing memory, we can easily obtain the result.
C. OpenTag
OpenTag is a full-featured communications stack for DASH7 mode 2 (ISO 18000-7.4). It is intended to run on embedded hardware. Currently four branches are available in [2] .
IV. MAIN CONTRIBUTION: SPECIFICATION OF IMPLEMENTATION
This section includes detailed information on the packet specification and AES module for implementation.
A. Packet Specification 1) Data Link Layer Packet
In Fig. 1 , Data link packet which is comprised of a frame header, data link layer security (DLLS) header, address header, and payload is depicted.
The frame header includes frame control attributes and setting parameters. The DLLS header defines the DLLS code for initialization data and authentication data footer. In the address header, the type of message transmission and address are described. The payload includes a network layer packet. A previous implementation provides encryption from the address header to the network frame. In our implementation, we encrypt the data and in addition we authenticate whole packet using AES-CCM mode. As a result, we generate authentication data for the data link layer packet. Fig. 1 . Structure of data link layer packet. DLLS: data link layer security.
2) Network Layer Packet
In Fig. 2 , Network layer packet which consists of a mode 2 network layer security header and routing header and payload is depicted. The M2NLS header defines the M2NLS code for initialization data and the authentication data footer. In the M2NP routing header, hop control information is described. The previous implementation does not provide security in the network model. In our implementation, we encrypt all of the data and generate authentication information which is defined in the DASH7 standard. Therefore, the implementation provides data confidentiality together with authentication. The recent version of Open Tag provides a software AES module for encryption and decryption. However, the sensor node has little memory and low computation power. Therefore, implementing the DASH7 protocol together with an encryption module requires greater memory than the software's capacity. To reduce the required memory, we used an AES accelerator module. It performs encryption and decryption of 128-bit data with 128-bit keys according to the advanced encryption standard in hardware. As a result, software implementation can be replaced with a hardware version. The detailed process of AES using the accelerator is described in Table 1 . Table 2 shows the process of AES-CCM. The AES-CCM mode consists of cipher block chaining (CBC) and counter (CNT) modes. First, the CBC mode is conducted for message integrity code (MIC). Initial vector (IV) is generated and encrypted and an exclusive-or operation is performed with the header and data. After final encryption, we can obtain MIC information. Secondly, to compute the CNT mode, IV is generated by increasing the counter encryption and an exclusive-or operation is conducted. In the last operation, MIC is generated and then through exclusive-or with the previous MIC, the complete MIC is generated. 
3) Detailed Process of AES-CCM
V. EVALUATION
We have evaluated performance of a DASH7 security module by implementing the module. The target chip was a CC430-F5137 with a 20 MHz clock, 32 KB flash for the code, and 4 KB RAM. The compiler used was Code Composer Studio version 5.
The detailed scenario is described in Fig. 3 . The first sender generates a transmission packet and during the network and data link layers, the packet is encrypted with a counter mode and authentication is conducted with CBC-MAC. After finishing the process, the packet is transmitted to the destination through the air. When the recipient receives the packet, the decryption and verification process are conducted. If the packet satisfies the message authentication information, the process continues.
We verified the success of transmission and packet encryption by printing data using a hyper terminal. The parameter used is described in Table 3 .
VI. CONCLUSIONS
This paper implemented data link and network layer security in DASH7 by using the AES-CCM mode. The method provides authentication and confidentiality with efficient computation of the AES accelerator on embedded hardware. The implementation result shows that the DASH7 standard can configure a network and transmit data safely with a cryptography method. Future work will implement other cryptographic methods including HB2 [4] , LetterSoup [5] , and Rabbit-MAC [6] and find the most efficient mode of operation over the DASH7 standard.
